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Abstract

Corpus query tools are crucial to CLARIN’s mission of facilitating the sharing and use of language
data for research. It is a huge challenge for online corpus platforms to manage user access rights
for large corpora with complex licenses and heterogeneous restrictions on access methods and
purposes. This paper presents an approach to maximize user access to corpus data while protect-
ing rights holders’ legitimate interests. Query rewriting techniques and authorization procedures
allow for modeling license terms in detail, enabling broader applications. This offers an alterna-
tive to methods that only model a greatest common denominator of licenses, thereby limiting the
possibilities for using the data. Our approach constitutes a flexible and extensible corpus license
and user rights management component applicable for other language research environments.

1 Introduction
The core value of CLARIN is to accommodate the reuse of language data and tools for research. In
pursuing this objective, CLARIN, and linguistics in general, face the challenge that its research data are
typically affected by the rights of third parties. One approach to dealing with this is to use technical
measures that, on the one hand, ensure that the interests of the rights holders are not infringed and, on the
other hand, restrict the use of the data as little as possible. This is typically done using an online corpus
query system, which only allows indirect access to the data.

Provided that uniform licenses are available, corpus concordancers, for example, allow authenticated
users who have agreed to their terms of use to view keywords in context (KWICs) without allowing
full-text reconstruction. The situation becomes more difficult when – as is often unavoidable – different
licenses and rights exist for different parts of the data and different groups of users, or when close reading
of KWICs is not the only use case. Our paper presents the KorAP (Diewald et al., 2016) approach to
making very large corpora, such as the German Reference Corpus DeReKo (Kupietz & Lüngen, 2014),
which is affected by more than 200 partly heterogeneous licenses and is used in very different contexts,
as usable as possible, while safeguarding the legitimate interests of rights holders.

1.1 Corpus Licenses
Providers of corpus analysis platforms typically do not hold any property rights in language resources
which they allow the analysis of. They usually obtain the rights to use the resources via contractual
arrangements with the rights holders, which can generally be referred to as licensing agreements. These
agreements allow the provider to grant limited access to the resources to the platform users, or certain
groups thereof.

Language corpora represent significant economic value (which has only increased with the advent of
LLMs, and is bound to increase even further), and require substantial investment (of time, qualified effort
and money) to build. In order to protect this value and investment from (perceived) ‘free riders’ (Olson,
1965) and potential competitors, rights holders often choose to restrict access by certain categories of
users, or restrict certain uses (e.g., downloading n-grams).

Licensing agreements define by whom, for what purposes and how a resource can be used. They can
be divided into those limited to academic uses, i.e. teaching and research, sometimes only in certain
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fields (such as linguistics, as opposed to journalism or media science) and those allowing commercial
uses. ‘Academic’ licenses are generally less costly to obtain, but much more restrictive. For example,
they may allow access only to users affiliated with a research organization, with an authenticated account
(this also applies to automated access on behalf of the user). Further restrictions in both types of licenses
may include access only via a dedicated platform or API, or even access only from a specific physical
location or via a specific network.

Popular public licenses, such as Creative Commons (CC), do not discriminate between groups of users
allowing resources to be available on online corpus analysis platforms without authentication. However,
even CC licenses contain restrictions on re-use, ranging from simple acknowledgement of the source (BY),
through the requirement to retain the original license in any modified versions (SA, or ‘share-alike’), to the
prohibition of making any modifications (ND, or ‘no-derivatives’), to the prohibition of any commercial
use (NC).

Statutory exceptions in applicable copyright legislation can also be interpreted as ‘licenses’ sui generis,
i.e. permissions granted not by the rights holder, but directly by the legislator. The statutory exceptions
for Text and Data Mining (TDM), harmonized at the EU level by the Digital Single Market (DSM) Direc-
tive (2019/790), deserve special attention. Article 3 of the DSM Directive allows research organisations
to build corpora for TDM purposes, which (at least in certain EU jurisdictions such as Germany) can
subsequently be shared with research partners.

Certain metadata and annotations can be licensed. Even though in general metadata would rarely attract
copyright protection, they may still be protected by the sui generis database right. Moreover, some meta-
data may contain elements such as abstracts which typically qualify for copyright protection. Since the
perceived economic value of metadata is low, licenses for metadata tend to be more liberal (oftentimes, a
waiver of rights such as CC0 is used). On the other hand, many rightholders are unaware of the possibility
to license metadata separately, and hence the metadata of many resources are not accompanied with any
licenses.

1.2 User Rights Management
Corpus licenses determine which users have which access rights to which parts of primary data, meta-
data, and annotation data (the latter being determined by software licenses as well). The rights of a user
therefore have to be managed in addition by a corpus platform and can be matched with the licenses af-
ter authentication and before any data can be delivered to an account. As previously introduced, these
licenses determine not only whether, but also in which ways a user can access the data. This requires that
access rights must not only be compared statelessly and statically, but also take into account the temporal
and local contexts. For example, if licenses only allow short excerpts from texts (e.g., KWICs), there is a
reasonable concern of licensors that the original full-text can be reconstructed from the search or analysis
results by cleverly formulating follow-up search queries.1 In order of prohibiting such use, it may be
necessary to monitor an account’s search queries over time to detect and/or prevent misuse.

In addition to static permissions of an account, further factors such as location and time can initiate
dynamic restrictions. Some corpus licensors also limit the availability of their data to sites within a
specific location or network. The user rights management of an online corpus platform must therefore be
able to match the IP address of the account with the address space allowed for access. If licensors make
licenses available to users only for a limited period of time, the user rights management system must log
the initial access and check with each access whether the approved time frame has not yet been exceeded.

Users are permitted to utilize corpus data shared under TDM exceptions for text and data analysis in
non-commercial research. To ensure this prerequisite is met, it is reasonable to implement a policy that
restricts access to these resources on a request-only basis. In straightforward scenarios, for instance when
the data is bound to a particular project, it is adequate and appropriate to host these data in a separate
instance of a corpus system, ensuring that only users with approved requests can log in and access them.
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Figure 1: Metadata fields of a text in DeReKo can be used to create a virtual corpus in KorAP. The
availability field is particularly used to enforce access policies for DeReKo.

2 Related Work
Some corpus platforms allow users to build and work on their own corpora, for instance Sketchengine (Kil-
garriff et al., 2014) provides corpus building tools to upload or find texts from the web. KorAP provides
pre-defined virtual corpora, that are collections of texts dynamically assembled based on certain crite-
ria such as a list of text identifiers (textSigle). Additionally, KorAP supports functionalities enabling
users to create their own virtual corpora on the fly by filtering corpus metadata such as author name or
publication year. Figure 1 presents some metadata fields of a DeReKo text. One or more virtual corpora
can be used in a search by adding a reference to their identifiers, e.g. referTo ratskorpus illustrated
in Figure 2.

In digital rights management, Open Digital Rights Language (ODRL; Iannella and Villata, 2018) is
commonly used to represent policies on the use of digital content and services. It is used to define per-
missions, prohibitions, and obligations between parties (resource owners, users) and assets (resources),
actions on assets, and constraints. It can be expressed in various serialization formats including XML
and JSON-LD (Sporny et al., 2014), a lightweight Linked Data format that enables semantic definitions
of the data. Comparable to an ODRL model, KorAP uses a JSON-LD based representation to describe
user queries on virtual corpora (assets) on which the queries are applied, and access policies (contraints)
on them. The constraints are dynamically adjusted by means of query rewriting according to authentica-
tion, authorization and access location (see Section 3). Authentication is the process of verifying a user’s
identity, while authorization happens after authentication to determine which resources and actions the
user have access to. Furthermore, authorization scopes define access permissions that can be granted to
an application. In our case, permissions on assets are not included in the representation but incorporated
as authorization scopes. While ODRL focuses constraints on parties, assets or actions, our approach
emphasizes constraints based on licenses required to access DeReKo.

In authentication and authorization management, Shibboleth (Cantor & Scavo, 2005) is a common
identity and access management (IAM) system used in academic and research communities including
CLARIN. It supports Single Sign-On (SSO) typically used to allow academic users to use their institu-
tional logins to access corpora with academic licenses provided by corpus platforms such as OpenSoNaR
(Reynaert et al., 2014). Besides, Lightweight Directory Access Protocol (LDAP; Howes and Smith, 2006)
provides a central location to store information such as user details, in a hierarchical structure (directory),
and defines a way to verify user credentials and determine user permissions to access systems or resources.
While Shibboleth and LDAP provide foundational authentication mechanisms, they are inherently limited

1This is also a concern for corpus use in language models.
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Figure 2: The web UI Kalamar displays the virtual corpus menu with two criteria defining a virtual
corpus: the availability metadata field for various CC license types, and a reference to a pre-defined
virtual corpus named ratskorpus. A pen icon indicates that query rewriting has been performed. A login
form is provided to facilitate user authentication.

to static and predefined user configurations. Thus, they do not cover all access control requirements in
KorAP, particularly to support access control for third-party applications. In addition to LDAP for au-
thentication, KorAP makes use of OAuth 2.0 for authorization (see Section 3.3). OAuth 2.0 (Hardt, 2012)
is an authorization framework that allows users to grant specific permissions to third-party applications,
for instance to access their data in KorAP and perform a search on their behalf, without requiring them to
share their credentials.

By means of authorization, KorAP is able to provide numerous linguistics resources of DeReKo to
third parties. It has been integrated into the CLARIN Federated Content Search (FCS) enabling access
DeReKo. However, since FCS lacks support for an authorization mechanism, that is a prerequisite to
access protected DeReKo resources (see Section 3.1), only a small amount of free resources are accessible.
Nonetheless, KorAP permits unauthorized requests to search the metadata of all resources, including
protected ones, and can report the number of matches found. If FCS were to support the display of such
results, it would significantly enhance the user experience.

In access control management, Keycloak (Thorgersen & Silva, 2021) provides a comprehensive ad-
min console, that allows a wide range of authentication and authorization management, for example, to
customize an authentication flow and manage access based on user roles. It supports login with social
networks that are not limited to institutions like Shibboleth, authorization using OAuth 2.0, and user fed-
eration enabling access to external user data stores such as LDAP. The BlackLab corpus search engine
(de Does et al., 2017) has been carrying an ongoing development on authentication using Keycloak. Be-
sides, Google Zanzibar (Pang et al., 2019) is a global authorization system to store and manage access
controls across a vast range of applications. It replicates authorization data to rapidly determine user
access and permissions on resources over hundreds of applications with various access control policies.
While Keycloak and Google Zanzibar allow managing access based on user roles and groups, KorAP also
requires access control based on licenses (see Section 3.1).

3 KorAP Approach
The challenge of a corpus license and user rights management system is to find technical solutions for
mapping rights and licenses, and restricting data access accordingly. The system must be performant
and adaptable to changes in rights and new license forms. To maintain flexibility and independence from
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Corpus Access Regex Patterns of License Categories Login Required Access Location
Free CC.* no anywhere
Public CC.*, ACA.*, QAO-NC yes anywhere
All CC.*, ACA.*, QAO.* yes IDS

Table 1: To comply with DeReKo license agreements, three types of access policies are defined in KorAP
based on license categories, login and access location.

for KorAP: 1. Free access on corpora under CC licenses, that are accessible from anywhere without login,
e.g., Wikipedia; 2. Public access on free and academic corpora, that requires login; 3. All corpora access,
that requires login and access through IDS network or Virtual Private Network (VPN) providing a secure
connection to the IDS network. By login, we mean not only user authentication but also authorization
given to a third-party application (see Section 3.3). We use IP address ranges to determine the access
location of requests. Table 1 summarizes the access policies and describes the regular expression patterns
of license categories corresponding to each corpus access policy. Kustvakt determines and grants access
to a request according to these policies.

Corpus Access Rewrite Rules
Free availability = CC.*
Public availability = CC.* | ACA.* | QAO-NC
All availability = CC.* | ACA.* | QAO.*

Table 2: Rewrite rules for corpus access are defined using availability metadata and regular expression
patterns of license categories.

The access policies are enforced through query rewriting described in the following section. Table 2
presents the rewrite rules derived from the availability field and the regular expression patterns of the
license categories. The rewrite rules define a virtual corpus (a subset of DeReKo) accessible under each
specific access policy. After determining the appropriate access for a request, Kustvakt dynamically
modifies the user query according to the rewrite rules. A search request from an non-authenticated user,
for example, would be granted free access and executed on a virtual corpus containing all texts whose
availability field specifies a CC license category variant. Figure 4 illustrates the search request and the
free access granted through the virtual corpus definition at lines 31-40.

The access policies are also applied to pre-defined virtual corpora, as well as those created by users
on the fly. The size of the virtual corpora accessible on request may vary according to login and access
location constraints. However, metadata of all corpora is freely available regardless of access restrictions
on corpus content.

3.2 Query Rewrites
To manage access to a resource in terms of both licenses and user rights while granting the user the
greatest possible amount of liberty, an approach based on query rewriting was chosen. In this approach,
a resource request (see Fig. 5) is reformulated via a central component (Kustvakt) to correspond to the
access rights of the requesting entity and can be answered by the database without further knowledge of
licenses and user rights (cf. Rizvi et al., 2004).

To achieve this, restrictions in the form of metadata constraints are encoded at the individual text level
and can thus be excluded directly during a search or analysis on the corpora. In principle, it is possible
to take any metadata into account in the rewrite process, for example the identification of a license (as in
Figure 4 via the metadata field availability, line 33), but also corpus labels or author names. Addi-
tional rights are added to the query as additional constraints; in this sense, the approach is fundamentally

Selected papers from the CLARIN Annual Conference 2024

106



Selected papers from the CLARIN Annual Conference 2024

107



Selected papers from the CLARIN Annual Conference 2024

108



Figure 6: Kalamar displays an authorization request originating from an R client using httr2, that requests
the search and match_info scopes to be able to perform search and annotation requests on behalf of the
authenticated user. The user is given the option to either grant or decline access.

particular authorization scopes specifying to what extent these applications may act on user behalf or
access user data. Kustvakt acts as an authorization server, that manages communications to clients via
API and issues and manages access tokens (Kupietz et al., 2022). In addition to that, Kalamar acts as a
front-end to the API, that provides web user interface for user authentication depicted in Figure 2.

To obtain access tokens, we support authorization code grant flow suitable for server-based client ap-
plications. This flow involves sending and processing HTTP requests multiple times to enhance security
ensuring that access tokens are not leaked to intermediate user-agents such as browsers, but directly sent
to clients. When a user would like to use a client to perform a search and acquire match annotations in
KorAP, the client sends an authorization request including the necessary scopes (search and match_info
in this example) to the KorAP authorization server. If the user is not authenticated to KorAP yet, it would
ask him/her to login, and then to grant access to the client to perform search and retrieve annotation re-
quests on behalf of him/her (see Figure 6). When granted, the KorAP authorization server would redirect
the user to the client redirect URI including an authorization code. The client can subsequently exchange
the authorization code with an access token by sending a token request.

For non-server-based clients such as desktop applications, that are incapable of handling HTTP re-
quests, we provide a feature to obtain access tokens from the web UI Kalamar as shown in Figure 7.
Alternatively, local web-servers or libraries can be utilized to facilitate the authorization code flow, for
example RKorAPClient uses httr2 (Wickham, 2023) that also supports OAuth 2.0. To enable this work-
flow, the KorAP authorization server permits localhost as a client redirect URI.

Client Type Can store secrets Access token Validity Refresh Token Validity
Confidential Yes Short-lived Long-lived
Public No Long-lived Not Available

Table 3: To reduce the risk of token compromise, the time validity of access tokens and the issuance of
refresh tokens are adjusted depending on the ability of clients to securely store secrets.

To protect users from potential authorization abuse by malicious software, we implement the following
measures. Firstly, client registration is required to use the KorAP authorization APIs. Figure 7 displays
a screenshot of the web UI Kalamar illustrating a registered OAuth2 client in KorAP. Kalamar provides
details about the client including its type, identifier, and active access tokens.

Secondly, the time validity of access tokens is deliberately limited depending on the ability of clients
to keep credentials. It is crucial to limit the time validity of access tokens to reduce the period of time
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Figure 7: Kalamar provides a web user interface for managing OAuth clients and tokens. It provides client
details, supports client unregistration, and shows access tokens info including expiry and authorization
scopes. It also allows users to issue access tokens for public clients, particularly for non server-based
client, and to revoke existing tokens.

in which a stolen access token can be exploited by an attacker. Thus, issuing short-lived access tokens
is a reasonable and necessary strategy to minimize the potential impact of token theft. Since new access
tokens can be issued using a special token, called refresh token, the security implications are even more
significant when a refresh token is compromised. The client’s ability to securely store secrets also plays
a critical role in reducing the risk of token theft. According to the OAuth 2.0 specification, clients are
categorized into 2 types: confidential clients, that can store secrets and authenticate securely, and public
clients, that cannot. Confidential clients are issued short-lived access tokens along with a long-lived
refresh token, that allows them to obtain new access tokens without requiring re-authorization. On the
other hand, since public clients are more vulnerable to token compromise, they are not provided with
refresh tokens. They are issued long-lived access tokens because they cannot obtain new access tokens
without a refresh token. This distinction is summarized in Table 3.

Thirdly, KorAP supports token revocation (Lodderstedt & Scurtescu, 2013) to invalidate tokens before
they expire. It is especially beneficial when users suspect unauthorized or malicious use of their access
tokens. This functionality is available via both the API and the web UI Kalamar depicted in Figure 7.

4 Extensibility
KorAP has already covered all the access rights requirements for DeReKo. Some extensions can be
profitable as follows.

Metadata is generally freely available regardless of access restrictions on corpus content. However,
when certain metadata fields are restricted due to licensing terms, access to those fields can also be limited,
similar to the restrictions on corpus content. Moreover, in exceptional cases, metadata such as titles (e.g.,
newspaper headlines) may reveal information about natural persons, which may also justify restrictions
on access.
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In addition to policy enforcement, the protocol-based approach enables the integration of other query
rewriting methods, such as query expansion (cf. Baeza-Yates & Ribeiro-Neto, 2010, ch. 5) independent
of the user and corpus base. This approach allows applying cascading rewrites to a query with policy
enforcement at the end to prevent unintended expansion of permissions.

Following query rewriting, response rewriting can also be performed. In this case, the result set from
the search engine is filtered according to certain criteria before it is returned to the account. However,
since response rewriting usually requires more data to be requested from the resource than can finally
be processed, this variant of rewriting is only suitable for small result sets for performance reasons. For
example, it is well-suited for the individual shortening of text snippets that are displayed to the account
(when certain text licenses allow longer contexts than others). Response rewriting is currently being
implemented to enrich data results with external information (specifically mappings for universal depen-
dency annotations). There are currently no efforts and no need to use this mechanism for the access-based
filtering of results, which is why we do not discuss it further in this article.

Using Shibboleth, CLARIN enables distributed access to protected resources through SSO across or-
ganizational boundaries. However, this alone is not sufficient to access DeReKo’s protected resources,
as users must also explicitly agree to our terms of use, as described in Section 3.1. Shibboleth can be im-
plemented in Kustvakt as an alternative to LDAP for authentication, particularly when serving academic
corpora that do not require the same user agreement as DeReKo. Since KorAP is independent of specific
resources, it can operate as a standalone instance serving a wide range of corpora beyond DeReKo.

5 Conclusion
Directly integrating policy enforcement at the protocol level through query rewriting and abstract autho-
rization mechanisms allows for a great deal of transparency and flexibility for efficient and detailed access
control to corpus resources with complex licenses. Our approach facilitates maximum access and usage
of corpora while ensuring compliance with complex licenses. The currently applied rule set in our im-
plementation is based on the needs of the different licenses of DeReKo, so the full flexibility is not yet
exhausted. Our query rewriting approach is developed as programming APIs allowing easy integration
of new rules for other applications. Simple new rewrite rules can be introduced by minor changes to the
configuration, while more complex rules can be added as filters (currently between 30 and 200 lines of
code). The largest application using our approach is currently a corpus query system that serves a corpus
of 87 million texts for an average of 6000 queries per day. Kustvakt is open source and in conjunction
with KoralQuery universally applicable for resource control in corpus analysis applications.
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