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Abstract Digital research infrastructures can be divided into four categories: large
equipment, IT infrastructure, social infrastructure, and information infrastructure.
Modern research institutions often employ both IT infrastructure and information
infrastructure, such as databases or large-scale research data. In addition, information
infrastructure depends to some extent on IT infrastructure. In this paper, we discuss
the IT, information, and legal infrastructure issues that research institutions face.

Keywords Digital research infrastructure - IT infrastructure + Information
infrastructure

1 Introduction

This paper was originally submitted late 2014 and the final publication was delayed
until 2019. The authors are well aware that the view and state of the art for digital
research infrastructures have evolved in the last 5 years.

A research infrastructure can be defined as a public or private institution that has
been established mainly for research, teaching, and the support of young researchers.
Research infrastructures can be divided into four main categories (Wissenschaftsrat
2011b, 17f.)":

— large equipment, including research platforms such as scientific research vessels,
planes, or satellites;

! Combinations of more than one category are possible as well.
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— IT infrastructure, such as computer hardware and software;

— social infrastructure, that is, research institutions that offer scholars a place to
exchange ideas and collaborate (Wissenschaftsrat 201 1a, 20f.), for example, the
Leibniz Center in Dagstuhl Castle, Germany;

— information infrastructure, that is, research institutions that collect and curate
primary data and make them accessible to a larger group of scholars.

While large technical equipment is only seldom used in digital humanities disci-
plines, and social infrastructure is beyond the scope of this paper, combinations of
IT infrastructure and information infrastructure are quite common. Therefore, the
purpose of this paper is to give insight into various aspects of modern research
infrastructures with an emphasis on both the latter categories. In addition, we have
conducted a qualitative analysis by interviewing twelve German research institutions
(Fiedler et al. 2012). The institutions were interviewed and asked to participate in
a survey. The 74 survey questions were structured into different topic areas, such
as organizational aspects, data management, hardware and software, environmental
aspects, and legal issues. We will reflect on some of these topics in the respective
sections of this article.

2 IT Infrastructure

Digital humanities research institutions working with huge amounts of data (e.g.,
language corpora) have special needs regarding IT infrastructure, such as a growing
demand for storage space, computing capacity (for querying and analyzing linked
data), and durability (including distributed access over large-scale networks such as
the Internet for a huge number of potential users). This results in significant amounts
of money spent on hardware and software. In addition, operating costs (divided
into maintenance and personnel costs) have to be taken into account, including IT
staff, hardware maintenance, software updates, and licensing. Especially energy costs
should not be underestimated, as the price of electricity is increasing over time.
A green-IT strategy can help an institution to reduce some of these costs. A key
way of doing this is buying new equipment and replacing old (less energy-efficient)
hardware. However, green IT consists of more aspects, such as efficient cooling
(like separation of warm and cold aisles in the data center or using free cooling
techniques), institutional policies (e.g., obliging employees to turn their computers
off before leaving the workplace), or using supplies made of recycled material (like
recycled paper). Implementing a green-IT strategy is generally a project of its own
for a research institution and is currently a low priority for the institutions that we
analyzed.

Therefore, one of the issues modern-day research institutions have to deal with is to
optimize these costs, usually by undertaking the following steps. Firstly, a transparent
accounting system, including every single asset for salaries, maintenance costs, and
so forth, has to be established, allowing for a more accurate estimation of current
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and future demands for IT infrastructure. Replacing proprietary software with open-
source software may only slightly decrease licensing costs, but may be cheaper in
the long run since the latter can be adopted to the institution’s needs and usually
has better support of open formats (see Sect. 3.2). However, two points have to be
considered regarding this assumption:

1. Additional costs for user training may be necessary if the open-source application
differs from the formerly used product;

2. In-house IT expertise is necessary to adapt open-source software, which may
result in even higher personnel costs.

For these reasons, it is advisable, especially for smaller research institutions, to
collaborate in the field of IT infrastructure to reduce costs. Examples of such coop-
eration include a shared Internet connection, server housing, or archival storage.
A majority of the interviewed research institutions already collaborate with other
external facilities to lower IT costs and to distribute archival and backup storage.
Since research institutions are nowadays connected to the Internet, storage of and
access to the information infrastructure involves special security requirements. Two
main issues have to be considered:

1. preventing unauthorized access to systems, processes, or data (including infor-
mation infrastructure);
2. ensuring that hardware and software continue to function.

Although there is no such thing as a completely secure network, the first step to
prevent unauthorized access is a complete risk analysis for the relevant computer
systems, including estimating possible losses and limitations on daily work (e.g.,
due to vandalism or sabotage). The outcome of this analysis should be a prioritized
list of data and systems to be protected.

The concrete security measures (the security policy) are defined by the IT security
officer and the data protection officer and are mandatory for the whole staff of the
research institution (ISO/IEC 27002:2013 2013; BSI 2014). Important points for a
security policy are:

— prioritization of data according to their value for the research institution;

— 1identification of possible risks (including computer viruses and network infras-
tructure attacks);

— Dbackup strategy;

— data encryption.

While a backup strategy for research data is considered crucial (nine out of twelve
interviewees have a central backup strategy and the remaining institution plans to
implement one), only a third of the institutions surveyed have a central in-house IT
security policy.
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3 Information Infrastructure

Research data, especially primary data (e.g., recordings, measurements, and curated
corpora), are among the most valuable assets for a research institution. Research
institutions that can be categorized as information infrastructures (such as libraries,
archives, collections, and smaller non-academic research institutions) that collect
and curate primary data, scientific and non-scientific knowledge, and databases,
and provide access to researchers [34], who may use this data for research projects
on their own. To ensure access to the information infrastructure, various technical
aspects have to be taken into account.

3.1 Repositories and Publication Server

Repositories have already been used in large-scale collaborative projects, often inter-
national ones, such as CLARIN.? The CLARIN centers provide repositories storing
academic research data (such as curated corpora) accessible via the Internet. Retrieval
of a desired information item is highly dependent on metadata. Following on from
existing metadata standards such as Dublin Core (ISO 15836:2009 2009; DCMI
2012), IMDI (ISLE Metadata Initiative 2003; Broeder and Wittenburg 2006; ISLE
Metadata Initiative 2009), or OLAC (Simons et al. 2008; Bird and Simons 2009),
the Component Metadata Structure (CMDI) (Broeder et al. 2011, 2012; Trippel et al.
2012) has been created to facilitate documenting research information and querying
it over the distributed repositories. In our survey, five out of the twelve interviewed
institutes already run a repository on their own, while four are in the process of
building one.

Another aspect of information infrastructure is the archiving and accessibility of
publications. Establishing and maintaining an in-house publication server can be a
way for a research institution to retain both copyright (see Sect. 4.1) and access
control over information that has been produced by its academic staff. Open-source
implementations, such as ePrints’ or eSciDoc,* often combine the functionalities of
publication servers and primary data repositories. For all these tasks, staff working on
IT and information infrastructure need to collaborate closely. In particular, research
institutions having their own libraries can benefit from the expertise of IT and
information departments regarding archives, metadata, and retrieval. Seven of the
interviewees already run a publication server.

2See http://www.clarin.eu for further details.
3See http://www.eprints.org/ for further details.
4See https://www.escidoc.org/ for further details.
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3.2 Data Formats

Although the creation of research data is often quite expensive, a large portion of this
information gets lost shortly after the end of the project in which it was gathered.
Apart from the hardware failures or insufficient metadata discussed above, another
possible reason can be a proprietary storage format, for which the corresponding
application is not available any more.

Data formats usually exist for two reasons: (1) as serialization of a specification,
or (2) as the import and export format of an application. A format as such may
be open or proprietary, which may be important for processing and archiving the
information encoded in it. An example of a proprietary de facto standard format is
the ubiquitous.doc format, produced by Microsoft Word.> Since it is a binary format,
it is not possible to extract information with arbitrary text editors; instead, one has
to use specific programs, and applications other than MS Word may not be able to
successfully render the document as it was intended by the author.

For research data which are curated by an information infrastructure, open text-
based formats should be preferred. Formats based on the open meta language XML
(Bray et al. 2008) are quite common in academic research and can be defined by
document grammar formalisms such as XML DTD (part of the aforementioned
specification), XML Schema (Gao et al. 2012; Peterson et al. 2012), or RELAX NG
(ISO/TEC 19757-2:2008 2008), allowing for on-the-fly validation during the creation
of instances. Examples of open XML-based annotation formats in the digital humani-
ties are the TEI Guidelines (Burnard and Bauman 2014) or DocBook (Walsh 2010) for
technical documentation. Information encoded in those formats is not only readable
with common text editors, but separates content from formatting, since the rendering
is usually controlled by separate XSLT (Kay 2007, 2014) or CSS (Bos et al. 2011)
stylesheets. This not only prevents vendor lock-in, but significantly eases the process
of archiving. The attitude to open standards and open-source software compared
with proprietary in-house development is mixed; however, there is a tendency to use
standardized APIs and formats, or at least consider open-source applications. Seven
surveyed institutes keep data in proprietary formats, while four aim to use standard
formats and one is still determining its strategy. Often, institutes lack the human
resources to convert data into standard formats.

4 Legal Issues

Research institutions are confronted with a number of legal issues, the most important
of which are: (1) copyright and (2) personal data protection and privacy.

5Note that we are talking about the binary .doc, not the XML-based .docx format used by Office
2004 onwards and that is standardized as ISO/IEC 29500-1:2011 (2011). However, even the latter
format uses a number of features that cannot easily be interpreted by application programs without
further knowledge.
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4.1 Copyright Issues

Research data is often based on material contributed by third parties. The primary
data of text corpora, for example, often originate from newspaper articles or similar
non-academic sources. German copyright law protects literary, artistic, and scientific
works (including software) that are the author’s own intellectual creation. Copyright-
protected works may only be modified (and, arguably, annotated) with the authoriza-
tion of the copyright holder. Copyright expires 70 years after the death of the original
author. In Germany (unlike in most other jurisdictions), copyright cannot be trans-
ferred and is reserved by the author until his death (and 70 years after it), but it can
be licensed. In practice, authors often license their rights out to publishers.

Although the German copyright law (UhrG) does not contain the American
concept of “fair use”, there are copyright limitations (§§ 44a—63a UrhG) that apply
to certain specific uses of copyright-protected works (e.g., citations, personal use,
scientific use) (Monch 2006). However, in order to be covered by a copyright limita-
tion of § 52a UrhG, scientific use has to be restricted to “small groups of researchers”
(Hoeren 2014, 157). This is especially important if a research institution wants to
publish annotated corpora-in that case, the primary data has to be licensed beforehand.

Research data to which a research institution holds the copyright (e.g., primary
data produced in-house) should be made available to others under a liberal license,
e.g., an open-access license such as Creative Commons.® Creative Commons (CC) is
a free license (similar to the software license, BSD,” or the General Public License,
GNU®) that was originally developed for creative work and that consists of several
building blocks, such as Attribution (BY: minimal requirement), NoDerivatives
(ND), NonCommercial (NC),? and ShareAlike (SA). The current version (4.0) also
addresses specific database rights that exist in EU Member States.

Apart from human-readable CC license deeds, laundry symbols (similar to those
established in the CLARIN research group (Oksanen et al. 2010) for its own specific
licenses) provide a quick overview of the license requirements.!® For a detailed
discussion about legal implications of institutional repositories see Bargheer et al.
(20006).

Regarding publications, a research institution’s staff may agree to publish their
works on the institution’s publication server under an open-access license (Degkwitz
2007). Open-access publications have steadily gained ground in countries such as
the US, Denmark, or Japan, while there is still an ongoing discussion about them
in Germany, especially in the digital humanities disciplines''—although the Berlin

6See http://creativecommons.org for further details.

7See http://opensource.org/licenses/bsd-license.php for further details.

8See http://www.gnu.org/licenses/#GPL for further details.

9Especially NC may have undesired side effects, see Klimpel (2012) for a discussion.
10The categories have recently been extended by Kupietz and Liingen (2014).

1lSee Gorl et al. (2011) for a discussion about the impacts of information infrastructure in
universities of North Rhine-Westphalia.
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Declaration on Open Access to Knowledge in the Sciences and Humanities'? has
boosted their reputation. While open-access journals are still sometimes seen as less
reputable than traditional journals (although both publication types monitor quality
through peer review), they often have higher citation numbers.'? Research institutions
can play an active role in the process of building the reputation of open access by
publishing in this format. It is therefore pleasant to see that an open-access strategy
is already present in five of the institutions interviewed, while three of them plan on
implementing one.

4.2 Personal Data Protection

Personal data protection issues may arise when living persons are involved in the
process of creating research data, such as voice or video recordings. Publication
of personal data is only allowed if the persons recorded have given their (written)
consent. For every collection of personal data, a register of processing operations
has to be created (according to §4 g, §§18 and 4e of the German data protection law,
BDSG. The type of personal information, how it is processed, and the data protection
measures, are recorded in this register.

Despite the variety of legal issues that may arise for research institutions, most of
the interviewees rely either on their own (general) legal department or on cooperation
with external law firms. Licensed (IT law) attorneys are seldom employed. However,
since German research institutions are required to employ a data protection officer
if they deal with personal data, they already have at least some existing in-house
expertise. This expert should be involved in any data collection activities as soon as
possible.

5 Conclusion

We have discussed a number of information infrastructure issues that modern research
institutions need to consider. Most of the technical issues can be addressed by imple-
menting a sustainable long-term IT strategy that reflects both costs and demands.
Additional technical aspects such as security, open storage formats, and metadata
can be addressed in such an IT strategy. Legal issues cannot be underrated, espe-
cially for service-oriented research institutions. Therefore, a data protection officer
should be involved in the early stages of research projects that plan to create personal
data.

12See the text of the declaration at http://openaccess.mpg.de/3515/Berliner_Erklaerung.

13See Stempthuber (2009, 119) and http://opcit.eprints.org/oacitation-biblio.html for a number of
studies about open-access impact factors.
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Open Access This chapter is licensed under the terms of the Creative Commons Attribution 4.0
International License (http://creativecommons.org/licenses/by/4.0/), which permits use, sharing,
adaptation, distribution and reproduction in any medium or format, as long as you give appropriate
credit to the original author(s) and the source, provide a link to the Creative Commons license and
indicate if changes were made.

The images or other third party material in this chapter are included in the chapter’s Creative
Commons license, unless indicated otherwise in a credit line to the material. If material is not
included in the chapter’s Creative Commons license and your intended use is not permitted by
statutory regulation or exceeds the permitted use, you will need to obtain permission directly from
the copyright holder.
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